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generically applicable security requirements similar to those previously imposed by the
Commission’s April 29, 2003 DBT Orders, based upon experience and insights gained by the
Commission during implementation, and redefines the level of security requirements necessary
to ensure that the public health and safety and common defense and security are adequately
protected. Pursuant to Section 170E of the Atomic Energy Act (AEA), the final rule revises the
DBT requirements for radiological sabotage, generally applicable to power reactors and
Category | fuel cycle facilities, and for theft or diversion of NRC-licensed Strategic Special
Nuclear Material (SSNM), applicable to Category | fuel cycle facilities. Additionally, a petition
for rulemaking (PRM-73-12), filed by the Committee to Bridge the Gap, was considered as part
of this rulemaking. The NRC partially granted PRM-73-12 in the proposed rule, but deferred
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I. Background
The DBT requirements in 10 CFR 73.1 describe general adversary characteristics that

designated licensees must defend against with high assurance. These NRC requirements
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include protection against radiological sabotage (generally applied to power reactors and
Category | fuel cycle facilities) and theft or diversion of NRC-licensed SSNM (generally applied
to Category | fuel cycle facilities). On November 7, 2005 (70 FR 67380), the Commission
published a proposed rule for public comment seeking to amend its regulation that governs the
requirements pertaining to the DBTs. The DBTs are used by licensees to form the basis for
site-specific defensive strategies implemented through physical security plans, safeguards
contingency plans, and security personnel training and qualifications plans. Amendment of the
DBT rule was influenced by a number of factors described below.

Following the terrorist attacks on September 11, 2001, the NRC conducted a thorough
review of security practices to ensure that nuclear power plants and other licensed facilities
continued to have effective security measures in place to address the changing threat
environment. The NRC recognized that some elements of the DBTs required enhancement.
After soliciting and receiving comments from Federal, State, and local agencies, and industry
stakeholders, and reviewing an analysis of intelligence information regarding the trends and
capabilities of potential adversaries, the NRC imposed supplemental DBT requirements by
order on April 29, 2003. The Commission deliberated on the responsibilities of the local, State,
and Federal stakeholders to protect the nation and the responsibility of the licensees to protect
individual nuclear facilities before issuing the April 29, 2003 DBT Orders.

The April 29, 2003 DBT Orders required nuclear power reactors and Category | fuel cycle
facility licensees to revise their physical security plans, security personnel training and
qualification plans, and safeguards contingency plans to defend against the supplemental DBT
requirements. The orders required licensees to make security enhancements such as:
augmented security forces and capabilities; increased patrols; additional security posts and
physical barriers; vehicle checks at greater standoff distances; enhanced coordination with law
enforcement and military authorities; augmented security and emergency response training,
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equipment, and communication; and more restrictive site access controls for personnel,
including expanded, expedited, and more thorough initial and follow-on screening of power
reactor and Category | fuel cycle facility employees. After gaining experience with
implementation of these orders, the Commission concluded that the general attributes of the
orders should be generically imposed by regulation on certain classes of licensees.

In addition, PRM-73-12 was filed by the Committee to Bridge the Gap on July 23, 2004,
and was published for comment. See, 69 FR 64690; November 8, 2004. PRM-73-12 requests
that the NRC amend its regulations to revise the DBT regulations (in terms of the numbers,
teams, capabilities, planning, willingness to die, and other characteristics of adversaries) to a
level that encompasses, with a sufficient margin of safety, the terrorist capabilities evidenced by
the attacks of September 11, 2001. The petition also requests that security plans, systems,
inspections, and force-on-force (FOF) exercises be revised in accordance with the amended
DBTs, and that a requirement be added to Part 73 to construct shields against air attack (the
shields are referred to as “beamhenges”) which the petition asserts would enable nuclear power
plants to withstand an air attack from a jumbo jet. The NRC partially granted PRM-73-12 in the
proposed rule, but deferred action on other aspects of the petition to the final rulemaking. The
NRC'’s final disposition of PRM-73-12 is discussed in Section VI of this document.

Finally, the Energy Policy Act (EPAct) of 2005 was signed into law on August 8, 2005.
Section 651(a) of the EPAct amended the AEA by adding Section 170E, that required the
Commission to initiate a rulemaking to revise the DBTs. In addition, Section 170E also directed
the Commission to consider but not be limited to, the 12 factors specified in the statute in the
course of that rulemaking. As stated in the proposed rule, these factors are:

(1) The events of September 11, 2001;

(2) An assessment of physical, cyber, biochemical, and other terrorist threats;

(3) The potential for attack on facilities by multiple coordinated teams of a large
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number of individuals;

(4) The potential for assistance in an attack from several persons employed at the
facility;

(5) The potential for suicide attacks;

(6) The potential for water-based and air-based threats;

(7) The potential use of explosive devices of considerable size and other modern
weaponry;

(8) The potential for attacks by persons with a sophisticated knowledge of facility
operations;

(9) The potential for fires, especially fires of long duration;

(10)  The potential for attacks on spent fuel shipments by multiple coordinated teams of
a large number of individuals;

(11)  The adequacy of planning to protect the public health and safety at and around
nuclear facilities, as appropriate, in the event of a terrorist attack against a
nuclear facility; and

(12)  The potential for theft or diversion of nuclear material from such facilities.

The Commission took into account a number of issues and sources in conducting this
rulemaking, which included its experience in the implementation of the DBT Orders, the issues
raised in PRM-73-12, EPAct requirements, and the public comments on the proposed rule. The
Commission has considered and deliberated on the 12 factors identified in the EPAct. The
results of its consideration are set forth in Section Il of this document. Additionally, the
Commission specifically invited public comments on how these factors should be addressed in
the rule. Many of the comments received substantively focused on the 12 factors. Those
comments and the Commission’s responses are also discussed in Section II.

It is important to note that the Commission was careful to set forth rule text in the final
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rule that does not compromise licensee security, but also acknowledges the necessity to keep
the public informed of the types of attacks against which nuclear power plants and Category |
fuel cycle facilities are required to defend. To this end, the final rule maintains a level of detail
in the rule language that is generally comparable to the previous regulation, while updating the
general DBT attributes in a manner consistent with the insights gained from the application of
supplemental security requirements imposed by the April 29, 2003 DBT Orders, the EPAct, and
consideration of public comments.

The final rule contains the DBT with which licensees must legally comply. More specific
details (e.g., specific weapons, ammunition, etc.) are consolidated in adversary characteristics
documents (ACDs) which contain classified or safeguards information. The technical bases for
the ACDs are derived largely from intelligence information. They also contain classified or
safeguards information that cannot be publicly disclosed. These documents must be withheld
from public disclosure and made available only on a need-to-know basis to those who are
cleared for access.

Because the regulatory guides (RGs) and the ACDs are guidance documents that
provide details to the licensees regarding implementation and compliance with the DBTs, these
documents may be updated from time to time as a result of the NRC’s periodic threat reviews.
The NRC has been conducting threat reviews since 1979. These threat reviews are performed
in conjunction with the intelligence and law enforcement communities to identify changes in the
threat environment which may, in turn, require adjustments of NRC security requirements.
Future revisions to the ACDs would not require changes to the DBT regulations in 10 CFR 73.1,

provided the changes remain within the scope of the rule text.

Il. Analysis of Public Comments and Consideration of the 12 Factors of the EPAct
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The proposed rule provided a 75-day public comment period that ended on January 23,
2006. The comment period was extended by another 30 days in response to a request from
the Nuclear Energy Institute (NEI), an industry group, to allow additional time for review of the
proposed rule because the comment period overlapped the year-end holidays. The extended
comment period ended on February 22, 2006. A total of 919 comments were received from
about 903 individuals, one county, 13 citizen groups, one utility involved in nuclear activities,
and two nuclear industry groups. The comments covered a range of issues, some of which
were beyond the scope of this rulemaking because they were specific to protective measures
but did not relate to the adversary characteristics. The comments have been organized under
three groups: Group |, Consideration of the 12 Factors in the EPAct; Group I, In-Scope-
comments, that includes comments raising issues and concerns directly related to the contents
of the DBT rule; and Group lll, Out-of-Scope comments, that includes comments raising issues
and questions that are not directly related to the DBT rule, although they are generally relevant
to the security of nuclear facilities. Responses are provided in the following format:
Group I: Consideration of the 12 Factors in the Energy Policy Act

The Commission’s consideration, public comments, and responses to the public
comments are provided for the 12 factors described in Section A.
Group II: In Scope Comments

Comments in Groups Il and Il are organized under the following general categories. The
Commission’s responses to these comment categories are provided in Section B:

1. Definition of the Design Basis Threats

2. Applicability of the Enemy of the State Rule

3. Compliance with Administrative Procedure Act (APA) Notice and Comment

Requirements

4. Ambiguous Rule Text



5. Differentiation in Treatment of General and Specific Licenses for ISFSI
6. Applicability of the Radiological Sabotage DBT to New Nuclear Power Plants
7. Consideration of the Uniqueness of Each Plant in Application of the DBTs
8. Continued Exemption of Research and Test Reactors from the DBT Requirements
9. Changes in Security Requirements to be Addressed Under Backfit Rule
10. Compliance with the Paperwork Reduction Act
11. Adequacy of the Regulatory Analysis
12. Compliance with the National Environmental Policy Act (NEPA)
13. Issuance of Annual Report Card on Individual Licensees
Group llI: Out of Scope Comments
14. Federalization of Security
15. Force-on-Force Tests of Security
16. Screening of Workers in Nuclear Power Plants
17. Self-Sufficient Defense Capabilities
18. Security of Dry Cask Storage
19. Security of Spent Fuel Pools
20. Inherent Design Problems that make Reactors Vulnerable
A Comments Matrix has been provided in Appendix A, that references each topic with

comments. The NRC's response to each topic is listed below:

Section A
Group I. Consideration of the 12 Factors in the Energy Policy Act

As discussed above, Section 170E of the AEA, as amended by Section 651(a) of the
EPAct, directed the Commission to consider but not be limited to, the 12 factors specified in the

statute in the course of the DBT rulemaking. Many of the comments received by the
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Commission focused on one or more of these factors. Prior to discussing the substance of the
12 factors, the Commission notes that several commenters charged that the Commission
violated Section 170E by not considering some of the 12 factors, and by deferring final
consideration of some of the provisions to the final rule. Those commenters suggested that this
not only violated the mandate of Section 170E, but also the Administrative Procedure Act (APA)
by not providing adequate notice of the substance of the rule, and thus, the rule should be
withdrawn and re-proposed.

To be clear, Section 170E stated that the Commission “shall consider,” but not be limited
to, the 12 factors when conducting the DBT rulemaking. However, the EPAct did not require
that the Commission explicitly include any of the 12 factors in the proposed or final rule text.
The Commission carefully considered intelligence information, vulnerability assessments, other
Commission-sponsored studies, and each of the 12 factors in formulating the final rule.
Accordingly, a number of provisions or rule changes were adopted that specifically incorporate
certain language used in the 12 factors. For instance, the final rule contains specific provisions
related to multiple, coordinated teams of attackers (Factor 3), suicide attacks (Factor 5), insider
assistance (Factors 4 and 8), and waterborne attacks (Factor 6). Additionally, based on the 12
factors, public comment, and other intelligence and law enforcement information, the
Commission has decided to explicitly include a cyber threat as an attribute of the DBTs (Factor
2).

After careful consideration, the Commission also chose not to adopt elements related to
some EPAct factors as part of the rule text. However, that decision should not be misconstrued
as lack of consideration of the factors themselves. Nor should the Commission’s statement in
the proposed rule soliciting comments on “whether or how the 12 factors should be addressed
in the DBT rule” be interpreted to mean that the Commission deferred consideration of the
factors until after it received comments. Rather, the Commission proposed requirements that
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would require licensees to defend against threats the Commission considered appropriate at
that time, subject to change in the final rule after further consideration of public comments.
Several commenters specifically charged that the Commission deferred its consideration
of air-based threats to the final rule, thus undermining stakeholders’ abilities to know the
Commission’s position on that factor. At the time that the proposed rule was published, the
Commission maintained its view that protection against airborne attack could best be provided
by the strengthening of airport and airline security measures. Accordingly, the Commission did
not propose to include a provision in the proposed rule that would require licensees to provide
defense against an airborne attack but the Commission specifically sought comment on the
issue in the proposed DBT rule and has remained open to changing its position. In addition to
being raised in PRM-73-12, the Commission has received numerous comments on the airborne
threat. It has carefully considered those comments and has responded to them below. The
assertion about the lack of APA notice with regard to the EPAct’s 12 factors is without merit.
The proposed rule discussion contained, under a section designated “Proposed Regulations,”
(70 FR 67381) a detailed listing and clarifying discussion of the 12 factors and a specific
request for public comment on “whether or how the 12 factors should be addressed in the DBT

rule.” (70 FR 67382).

Factor 1. The events of September 11, 2001

The Commission’s Consideration: The events of September 11, 2001, have been
central to the Commission’s efforts in reevaluating the DBTs. As a result of these attacks, the
NRC promptly reevaluated the DBTs and imposed additional requirements on licensees through
orders, including the April 29, 2003 Orders on the DBTs. A number of revisions to the DBTs
have resulted from consideration of the events of September 11, 2001. Those revisions include

increased adversaries’ willingness to kill or be killed, one or more adversary teams, and multiple
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adversary entry points.

Public Comment: Several commenters specifically challenged the proposed rule’s
consideration of the events of September 11, 2001, expressing concern that the DBT rule does
not require licensees to defend against a number of attackers comparable to the number of
terrorists (19) who participated in the attacks on September 11, 2001.

Response to Public Comment: The Commission disagrees with the comment. The
Commission’s consideration of the number of attackers comprising the DBT is discussed in
more detail below under Factor 3. However, with respect to the assertion that the number of
attackers should be comparable to the number of September 11, 2001, attackers (19), the
Commission notes that the official U.S. Government terrorism report for 2001, “Patterns of
Global Terrorism,” states that the September 11, 2001, attacks consisted of “four separate but
coordinated aircraft hijackings,” not a single attack involving 19 assailants. However, in its
annual terrorism report for 2001, the Federal Bureau of Investigation (FBI) considered the
attacks as one act of international terrorism by “four coordinated teams of terrorists.”
Consideration of seemingly inconsistent views was just one part of a significant statistical
analysis conducted by the NRC as part of the post-September 11, 2001, DBT process to
determine the DBT adversary force size. In summary:

. NRC position: Disagrees with the comment.

. Action: No action required.

Factor 2. An assessment of physical, cyber, biochemical, and other terrorist threats
The Commission’s Consideration: Although the DBT rule does not elaborate on the

specifics of vehicle bomb size, numbers of adversaries, or exact types of weapons for

operational security purposes, they are indeed robust. The DBTs are the result of the NRC’s

continuous evaluation of current threats. That evaluation is not limited to a particular kind of
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threat, but naturally includes consideration of physical threats, cyber threats, and biochemical
threats. The DBT rule reflects the Commission’s determination of the composite set of
adversary features against which private security forces should reasonably have to defend.

The DBT rule has been amended in several significant respects to reflect the current
physical, cyber, biochemical, and other terrorist threats. For example, the radiological sabotage
DBT has been enhanced to reflect the requirement that the licensees have a capability to
defend against attackers who operate as one or more teams, attacking from one or more entry
points. Additionally, in § 73.1(a)(1)(i)(C), the phrase “up to and including” was changed to
simply “including” to provide flexibility in defining the range of weapons available to the
composite adversary force.

One significant change to the rule relates to physical threats includes the use of vehicles,
either as modes of transportation or as vehicle bombs. Section 73.1(a)(1)(i)(E), for example,
effectively expands the scope of vehicles available for the transportation of adversaries by
deleting the reference to “four-wheel drive” and by adding water-based vehicles.

In addition, § 73.1(a)(1)(iii) (the land vehicle bomb provision) is similarly revised to delete
the “four-wheel drive” limitation, and to add a capability that the vehicle bomb “may be
coordinated with an external assault,” maximizing its destructive potential. Further, an entirely
new capability has been added to the DBT involving a waterborne vehicle bomb, which also is
encompassed in the coordinated attack concept.

The Commission has also carefully considered biochemical threats. The previous rule
already contained requirements that provided the capability of using “incapacitating agents,”
and that attribute has been retained in the final rule. In addition, armed responders are
required to be equipped with gas masks to effectively implement the protective strategy and
mitigate the effects of the incapacitating agents.

Public Comment: Although many of the public comments could generally be
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characterized as addressing Factor 2, only several comments specifically fell under this factor.
One commenter stated that the NRC needs to engage independent experts to develop a
comprehensive computer vulnerability and cyber attack threat assessment, that must evaluate
the vulnerability of the full range of nuclear power plant computer systems and the potential
consequences of these vulnerabilities. The commenter further suggested that the revised
DBTs must incorporate these findings and include a protocol for quickly detecting such an
attack and recovering key computer functions in the event of an attack.

Two other commenters stated that the regulations do not reflect protections against
explosive devices of considerable size, other modern weaponry, and cyber, biochemical, and
other terrorist threats. Another commenter did not believe the proposed DBTs protected
against all conceivable attacks, such as launching a large explosive device from a boat,
clogging the water intakes, dropping a conventional bomb into spent fuel pools, insider
sabotage, etc.

Response to Public Comment: Regarding the threat of cyber attack comment, the
NRC agrees with the statement submitted by the commenter and explicitly included a cyber
attack as an element of the DBTs in the final rule. The basis for this addition, and implications
of the rule change are discussed further in Section Il of this document. In addition, the
proposed 10 CFR 73.55(m), “Digital Computer and Communication Networks,” that is included
in the proposed rule, [Power Reactor Security Requirements, 71 FR XXX (3150-AG-63)],
contains proposed measures to mitigate a cyber attack.

With respect to the other comments regarding protection against explosives of
considerable size and modern weaponry, as stated earlier, the details of the adversary
capabilities can not be specified publicly, but they are indeed substantial. Furthermore, the land
vehicle bomb assault may be coordinated with an external assault, maximizing its destructive

potential.
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The NRC does not intend the DBTs to represent “worst case” scenarios or all
conceivable attacks. It is impossible to address all possible attack scenarios, because there is
no theoretical limit to what attack scenarios can be conceived. Therefore, the NRC staff bases
the DBT adversary tactics on those tactics that have been observed in use, discussed, or
trained for by potential adversaries. These tactics and DBT provisions are subjected to an
interagency review process where Federal law enforcement and intelligence community
agencies comment and provide feedback. If changes develop in adversary tactics that could
significantly impact nuclear facility security, the staff would request that the Commission
consider these tactics for inclusion in the DBT provisions. In summary:

. NRC position: Agrees with one element of comment—include cyber threat as an

attribute; disagrees with the other two elements.

. Action: Final rule includes cyber attack as an explicit element of the DBTs. No

other action required.

Factor 3. The potential for attack on facilities by multiple coordinated teams of a
large number of individuals

The Commission’s Consideration: The number of attackers and the tactics used by
those attackers is now and has always been a core consideration of the DBT. Although the
NRC obviously cannot comment on the size (specific number of attackers) of the DBT
adversary force for operational security reasons, it can address the process how these numbers
are derived. As noted in the Commission’s consideration of Factor 1, the size of the DBT
adversary force and the number of assault teams were derived through a careful and
deliberative process involving not only the NRC staff, but Federal law enforcement, and
intelligence community, and homeland security agencies using a variety of classified and

unclassified sources. A statistical analysis was done on terrorist group size by looking at
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hundreds of terrorist attacks over several years, and comparing them with previous group size
analyses for changes in long-term trends. Large “outlier” terrorist events, although few in
number, were included in this analysis. This statistical analysis was factored into a parallel
analysis of known terrorist attacks against protected facilities (also few in number) and terrorist
training, tactics, and doctrinal manuals concerning armed assaults against facilities.

In addition, the NRC found that the vague qualifiers (“several persons” and “small group”)
in the previous adversary descriptions in 10 CFR 73.1 did little to add to the clarity of the rule
because the phrases are highly subjective. Thus, the final rule now contains the more specific
language “by an adversary force capable of operating as one or more teams, attacking from
one or more entry points.” By revising the language in the rule and eliminating the reference to
“several persons” and “small group,” the NRC actually increased the potential flexibility of the
design basis adversary. The use of two or more adversary teams is not necessarily tactically
advantageous to the attacking force in all possible scenarios. In some instances, the adversary
force, as simulated in Force-on-Force (FOF) exercises can, based on its analysis of the
licensee’s protective strategy, concentrate its force in a single team if necessary to best attack
a facility. In other instances, a licensee’s protective strategy may be more vulnerable to
multiple teams of attackers attempting entry from different locations. In any event, the final
DBT rule now provides enough flexibility to account for all of these scenarios, while the
guidance provides sufficient specificity.

Public Comment: Several commenters contend that for nuclear power plants, the
regulations should provide protection against coordinated attacks by multiple large teams of up
to two dozen sophisticated and knowledgeable adversaries.

Response to Public Comment: As stated above, the Commission has revised the rule
to reflect these considerations and to provide maximum flexibility in developing threat scenarios

which licensees must defend against. In summary:
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. NRC position: Agrees partially with the comment.
. Action: No additional action required, beyond adoption of more specific language

in the proposed rule.

Factor 4. The potential for assistance in an attack from several persons employed at
the facility

The Commission’s Consideration: The Commission has always considered the threat
of insider assistance to be a very real and significant threat. Thus, the DBTs have long
contained a provision requiring licensees to protect against insider assistance. Also, other NRC
regulations contain substantial requirements for access authorization programs. (See, 10 CFR
73.56, Personnel Access Authorization Requirements for Nuclear Power Plants, and 10 CFR
73.57, Requirements for Criminal History Checks of Individuals Granted Unescorted Access to
a Nuclear Power Facility or Access to Safeguards Information by Power Reactor Licensees).
However, the final rule has amended this requirement to expand the threat of insider
assistance. For instance, 10 CFR 73.1(a)(1)(A) and (2)(i)(A) add language indicating that the
adversaries have “sufficient knowledge to identify specific equipment or locations necessary for
a successful attack.” Therefore, this provision suggests that this knowledge could be obtained
from an insider who has such knowledge.

The insider assistance provision itself has also been revised. The final rule deletes the
term “individual” to provide flexibility in defining the number of persons who may be involved in
providing inside assistance.

Public Comment: One commenter stated that the insider attribute must include an
active participant in an attack and should include the possibility of first responders and or
National Guardsmen providing insider assistance.

Response to Public Comment: The NRC agrees with part one of this comment. The
16



capability of “active” insider assistance is clearly stated in both 10 CFR 73.1(a)(1)(i)(B) for
radiological sabotage and 10 CFR 73.1(a)(2)(i)(B) for theft or diversion of strategic special
nuclear material. Further, the “active” assistance capability has long been a component of the
DBTs. The use of the conjunction “or” provides for increased tactical flexibility on the part of the
adversary, based on the specific situation. It does not preclude an active insider in favor of a
passive one.

The NRC disagrees with the second part of this comment. National Guard, local law
enforcement and other non-licensee security personnel already stationed at the owner-
controlled boundary or entry portals of some licensee facilities are not part of the licensee
workforce and not subject to NRC regulatory authority; hence, they are considered beyond the
scope of the DBTs. Typically, these organizations have their own internal screening
procedures to determine reliability and trustworthiness. The NRC recognizes that those
processes exist and provide an appropriate level of assurance against an insider threat to that
organization. Furthermore, first responders, law enforcement, and National Guard personnel
are not given unescorted access to the Protected Area (PA).

First responders, law enforcement, and other external security personnel responding to
an emergency or security event at a site would do so according to established emergency
response protocols. If a particular responding organization had been penetrated by an
adversary insider, then that adversary would be considered an external adversary for purposes
of the DBTs. The requirement that licensees protect against "A determined violent external
assault, attack by stealth, or deceptive actions, including diversionary actions," as described in
§§ 73.1(a)(1)(i), and 73.1(a)(2)(i), anticipates such an adversary. In summary:

. NRC Position: Agrees with the first element of the comment, disagrees with the
second element of the comment.
. Action: No action required.
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Factor 5. The potential for suicide attacks
The Commission’s Consideration: The final rule contains language reflecting the
potential for suicide attacks. This level of commitment has been assumed since the first DBTs
were established by the NRC. Language has been added to §§ 73.1(1)(i)(A) and 73.1(2)(i)(A)
indicating that potential adversaries have the attribute of a willingness to “kill or be killed.”
Public Comment: No public comment received.

Response to Public Comment: No response required.

Factor 6. The potential for water-based and air-based threats

a. The Commission’s Consideration: Certainly one of the most substantial
considerations of the Commission, NRC licensees, the Federal government, and the public is
the threat of airborne attacks against critical infrastructures. As stated below, the vast majority
of comments received by the Commission on the proposed DBT rule regarded the airborne
threat. The Commission has been evaluating the issue of air-based threats long before it was
required by the EPAct, and its position on the necessity to add this attribute to the DBTSs prior to
this rulemaking has been well documented. The Commission’s evaluation of the airborne threat
has been an ongoing process, and it has spent a significant amount of time and resources as
part of this rulemaking in considering whether to make some type of airborne threat part of the
DBTs. Ultimately, the Commission has determined that active protection against the airborne
threat requires military weapons and ordnance that rightfully are the responsibilities of the
Department of Defense (DOD), such as ground-based air defense missiles, and thus, the
airborne threat is one that is beyond what a private security force can reasonably be expected
to defend against. This does not mean that the Commission is discounting the airborne threat;

merely that the responsibility for actively protecting against the threat lies with other
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organizations of the Federal government, as it does for any U.S. commercial infrastructures.
Beyond active protection, the Commission believes that some considerations involving
airborne attack relate to the development of specific protective strategies and physical
protection measures that are not within the scope of the DBTs. The deployment of ground-
based air defense weapons would be a decision for the Departments of Defense, Homeland
Security, Transportation and Justice, not the NRC. In addition, the NRC believes that
application of ground-based air defense weapons would present significant command and
control challenges, particularly relating to the time required to identify and confirm the presence
of a hostile aircraft and for a commercial entity, and to get permission to engage. The potential
for collateral damage to the surrounding community also would have to be considered.
Deployment of protective measures such as no-fly zones, combat air patrols, and ground-based
air defenses are undertaken by many other Federal organizations working on preventing and
protecting critical infrastructure from terrorist attacks, including the U.S. Northern Command
(USNORTHCOM) and North American Aerospace Defense Command (NORAD), the
Transportation Security Administration (TSA), and the Federal Aviation Administration (FAA).
The FAA has issued a Notice to Airmen (NOTAM) strongly advising pilots to avoid the airspace
above, or in proximity to, such sites as power plants (nuclear, hydro-electric, or coal), dams,
refineries, industrial complexes, military facilities and other similar facilities. Pilots are warned
not to loiter in the vicinity of these types of facilities. The significant increase in aviation security
since September 11, 2001, goes a long way toward protecting the United States, including

nuclear facilities, from an aerial attack. Some of these improvements include:

. Criminal history checks on flight crew;

. Reinforced cockpit doors;

. Checking of passenger lists against “no-fly” lists;
. Increased control of cargo;
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. Random inspections;

. Increased Federal Air Marshal presence;

. Improved screening of passengers and baggage;

. Federal Flight Deck Officer Program;

. Controls on foreign passenger carriers;

. Requirements on charter aircraft;

. Enhanced vigilance of flight training; and

. Improved coordination and communication betw